BCEPOCCHMCKAS OJIUMITUAJA IIKOJILHUKOB
NHOOPMATHKA. ITPODPUJIb «MTHOOPMALIMOHHAS BE3OITACHOCTD»
2025-2026 VY. I'. MYHULIUITIAJIBHBIN OTAIIL 9-11 KJIIACCBI

MakcumanbHblii 6as1 3a padory — 60.

IIpoeKkTHBIN TYP

Bam noctynHo Ha BeIOOp 0HO U3 ABYX HarpasieHuii: Red Team u Blue Team.

Red Team — nHampaBieHue HCCIEIOBaHUA, J0KA3aTeIbCTBA U JIEMOHCTpPAIUU
ya3BUMOCTE U ciabbIXx MeCT B HWH(GOPMAIMOHHBIX CHCTEMAaX, IPOrPaMMHOM
oOecreyeHn WIh OpraHnu3allMOHHbBIX MPOIECcCaXx.

Blue Team — pa3paboTka pemnieHusi, KOTOpOE€ MOBBIMIAET OOIIUNA YPOBEHb
0€30MacHOCTH CHCTEMbI, YIpPOIIaeT paldoTy aHAJUTHUKOB WJIM aBTOMAaTU3UPYET
PYTHHHBIE OTIepaIuu Mo 00ecreueHno0 HHHOPMAIIMOHHON 0€30MacHOCTH.

H€O6XO}II/IMO BI)I6paTI) OQHO HAITpaBJICHHUEC W OTBETUTHL Ha COOTBCTCTBYIOLIHC
BOITIPOCHI, KOTOPBIC OTHOCATCA K HEMY.

OtBer Ha Kaxnpii Bompoc — a0 150 cinoB. MHdopmanms, ykazaHHas mocie
150-ro cnoBa, HE yYUTHIBAE€TCS B OTBETE.

[TponomxurensHOCTh Typa — 2 4 30 muH (150 mun).

Ecau npoekT HaleJIeH HA CO3IaHUe, PACIIPOCTPAHEHUE WIH HCIIOJIb30BAHUE
KOMIIbIOTEPHBIX MPOIrPaMM JIH00 NHOH KOMNIbIOTEPHO MH(OPMAIIUH, 3aBEIOMO
NMpeIHA3HAYEHHBIX /I HECAHKIIHOHUPOBAHHOI0 YHHYTOKeHH S, OJIOKHPOBAHUS,
MoAM(PUKALUM, KONMPOBAHMSA KOMIILIOTePHOM HH(popMaAUU WK
HeWTpaau3anuu CPeaCcTB 3alUThI KoMNbIOTePpHOU uHGopmanuu (ct. 273 YK P®D),
TO OH oueHuBaeTcH B () 0aJL10B.
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Blue Team

1.  Cdopmynupyiite  akTyaJdbHyl0  npodieMy  HH(OPMALMOHHOM
0e30MacHOCTH, KOTOPYIO peuiaeT Ball NMPOeKT. TakiKe yKaKUTe TAKTHKY/ TAKTHKH
cormmacHo MITRE ATT&CK, or TexHHMK peaju3auMyd KOTOPbIX oO0ecmevyrBaeT
3alUTY Ball NPOAYKT.

— @opMmynupoBKa akTyaJdbHOW MpoOiemMbl MH(GOPMALMOHHON O€30MacCHOCTH
(ChopmynupoBana mpobiemMa uHDOPMAIMOHHON O€30MacCHOCTH, AaKTyaJIbHOCTb
apryMEHTHpPOBaHa C TMPUBEACHHEM NPOIECCOB WJIM/M CUTyallMd, B KOTOPBIX OHA
BO3HHUKAET — 6 6aioB; chopMyITHpOBaHa aKTyallbHasl MPpobiieMa, HO aKTyaJTbHOCTh HE
apryMmeHTHpoBaHa — 2 6amna; nmpobnema He chopmymupoBana MM HeakTyanpHa — 0
0asioB);

— Ilepeuens Taktuk MITRE ATT&CK (VYkazanbl nBe uiau 0ojiee TaKTUKU
MITRE ATT&CK, cootBetcTBytolMEe CHOPMYITHPOBaHHOW TpobieMe — 6 Oasios;
ykazana onHa Taktuka MITRE ATT&CK, coorBerctBytomas chopMyInpoBaHHON
npobdieme — 2 Oamna; TakTuku He ykazanel WJIM  He CcOOTBETCTBYIOT
copmynupoBanHoit mpodiaeme — 0 6aoB).

2. Onumure Uaew papadarpiBaeMoro peumeHus, copmyaupyiite neab u
3a/1a4M MPOeKTa. YKAaKHUTe MpeamnojaraemMyio ¢opmy peaausanuu NPOAyKTa
(mporpamma / mporpaMMHO-aNNapaTHbId KOMIUIEKC / ajaroputm / cepBuc /
cair /...).

— Ommmcanue uaen paspabareiBacmoro pemeHust (ChopmynupoBaHa aBTOpPCKas
KOHIETIIMSI TIPOEKTa, WCUEPIIBIBAIOINIE OIMCHIBAIONIAS TIpEAsiaraeMoe peIleHUue |
UCKIJTFOYAONIas JBYCMBICIICHHOE TOJKOBaHWE — 4 0ajuia; OMHMCAaHWe WICH HE CO3MacT
00111ero MpeICTaBICHHS O pealn3yeMoM Ipoaykre — 0 6amioB);

— @opMynupoBKa LENIM W 3aja4 IpoekTa (YKa3aHbl MapaMeTpbl YCIEIIHOM
peanuzanuu npoekra — 4 6asia; copMylnHpoOBaHHBIE 1I€JIb U 3aJa4d HE TMO3BOJISIOT
OIICHHUThH YCIIENTHOCTh peanu3aiuu npoekra — 0 6amion);

— Onmcanue npeanonaraeMoi popmel peanuzaiuu nponykra (I[Ipeamonaraemas
dopMma peanmzanuu MpPOAYKTa ONMUCAHA MONTHO — 4 0ajuia; ONMMCAaHWe BUAA MPOTYKTA
HEeMmoJMHO — 2 0asia; ONMCAaHWE HE TO3BOJISIET OIEHUTHh BO3MOXXKHOCTH BHEIPEHUS
npoxaykra — () 6anio.).

Ecnu onmcanHas maes HE pelllaeT yKa3aHHYIO MpoOieMy HH(POPMAaIMOHHOM
0e3omacHocT — 0 6auIOB 3a BECh BOIIPOC.

3.  VYkaxkure TpeOOBaHMA K  (PYHKIHOHAJNY H  TeXHHYECKHM
XapaKTepUCTHKAM pa3padaTbIBaeMOro MpoayKra.

KoppekreH M MOMOH CHHUCOK HM3MEPUMBIX (KOJIMYECTBEHHBIX) M KaY€CTBEHHBIX
TpeOoOBaHMI K MapameTpaM pa3pabarblBaeMOro MpoAaykTa — 12 0ajuioB; HE OMHCAHBI
HEKOTOPbIE TAPAMETPhI UM €CTh HETOYHOCTHU B ONMUCAHUM — 6 OAILJIOB; MO MPUBEAEHHOMY
OIMKCAHUI0O HEBO3MOXKHO OLIEHUTh COCTOATEIBHOCTh Pa3padarhbiBAEMOro MpPOAYyKTa WU
XapaKTepUCTUKH HeaZleKBaTHbI — () 0aslIoB.
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Ecnu 3asBneHHbI (PYHKIIMOHAN HE MO3BOJIAECT PEIIUTh YKa3aHHYIO MpoliaeMy
uH(popMaloHHOH O6e30onacHocTH — () 6AJITIOB 32 BECh BOIIPOC.

4. Onummre aJaropuT™M padoTbl Ballero pemeHusi ¢ YKa3aHUeM
HCNOJIb3yeMBbIX B HEM TEXHOJIOTMH/aJIrOPUTMOB/KJIACCOB PeIICHUI.

— Ommcanue anroputma (IIpogeMoHCTpUPOBaHO, KaK MPOIYKTOM MIPOEKTa OymeT
JOCTHTHYTa BO3MOXKHOCTH BBITTOJIHCHHSI BCEX IIOCTABICHHBIX 3a7ad — 8§ 0aJios;
MIPUBEICHO OOIIee ONMMUCAHUE TOCTIKEHUS (DYHKIIMOHATBHOCTH MPOAyKTa — 4 Oasa;
o0ocHOBaHUE (PYHKITMOHAIBHOCTH IPOAYKTA HE OMIMCAHO U HE SBIISCTCS OUCBHUIHBIM —
0 6amnoB);

— CooTBeTCTBME BBHIOPAHHBIX TEXHOJOTMH W HMHCTPYMEHTApHUs OIMNHUCAHHOMY
aaropuTMy (BHIOOp TEXHOJIOTMH U MHCTPYMEHTapUsl pallnoHaieH — 4 0asia; BhIOpaHbl
HEONTHUMAJIbHBIE TEXHOJIOTMM W WHCTPYMEHTapuih — 2 Oaia; HUCHOJIb30BaHUE
BBIOpAHHBIX TEXHOJIOTUN U HHCTPYMEHTapusi Hepa3syMHO — 0 GasuioB).

Ecniu  ommcaHHblii  anropuTM  HE  pemiaeT  yKa3aHHYI — OpoOiemy
nHpopManmoHHoM Oe3omacHocTu — () 0aMIoB 3a BECh BOMPOC.

5. Onumure npedMyliecTBa Ballero pelieHUss B CPaBHEHHH
C CYLIeCTBYIOIIMMH AHAJIOTAMH.

[IpoBenéH cpaBHUTENbHBIA aHAJIN3, OMMCAHBI PEUMYILIECTBA MPEIIAraeMoro
pelieHrs HaJ BCEMHU TIEpPeAOBBIMHM peUIeHUsIMU B uccieayemon chepe WA
000CHOBaHO OTCYTCTBHE pCIICHUN yKa3aHHOM mpobiremMbl — 12 0aios;
B CPaBHUTEJIILHOM aHaJN3€ He OB PACCMOTPEHBI HEKOTOPHIE TIOMYIIIPHBIE pelIeHus,
HO MPEUMYIIECTBO UMEET MECTO OBITh — 6 0aJIOB; aHAIM3 MOTCHIIMAIBHBIX AHAJIOTOB
OTCYTCTBYET / TPOBEEH HEKAYECTBEHHO UM MPOAYKT HE 00JaaeT MpeuMyIlecTBaMu
HaJ TpUBEAEHHBIMU aHaioramMu — () 6ay1oB).

Ecim  mpemiokeHHOE  pelieHWE HE pemaeT yKa3aHHYI —mpoOiemy
nHdopMannoHHoN O6e3omacHocTH — O 6aIoB 3a BECh BOIPOC.
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Red Team

1. Ykaxure ys3BHMOCTB/yA3BUMOCTH/KJIACC YysI3BUMOCTeii/ci1adbie mecra,
HA BbISIBJICHHE, ICMOHCTPALMIO WIN ONHUCAHUE KOTOPOi(-bIX/-0r0) HANPABJICH Balll
NPOAYKT, a TaKe MHPOPMALMOHHbIC CHCTEMbl, IPOrPaAMMHOe ol0ecrieyeHue WIH
OPraHM3alMOHHbIC MPOLECChl, ISl KOTOPBIX 3TAa ¢Ja00CTh B 00ecIeYeHUH
HH(POPMALIMOHHOI 0€30IIACHOCTH SIBJISIETCS AKTYaJIbHOIA.

— AxtyanbHOCTh (YcmemrHas 3KCIUTyaTalus YsSI3BUMOCTH/YS3BUMOCTEH/KiIacca
YA3BUMOCTEH/C1abbIX MECT BIEYET CYIIECTBEHHBbIE MOTEpH (CepbE3Hble (hMHAHCOBBIE
YOBITKU/penyTalMOHHbIE TOTEPH KOMITAHUH/HECAHKIIMOHMPOBAHHBIN JOCTYTI TN YTEUKY
OOJIBIIIOrO KOJIMYECTBA JAHHBIX/JIOCTYN K OOBEKTaM KPUTUYECKOM HH(OpPMAIIMOHHON
UHPPACTPYKTypbl U Jip.) — 4 Oajuia; MOCHIEACTBUS HE SBIAIOTCS KPUTHUHBIMU IS
paccMarpuBaeMon 1eeBoi THPOPMallMOHHOM cuctembl — 0 6aioB);

— HoBuzna Bektopa araku unu noaxona (IIpennoxkena panee He onmucaHHAs
araka MJIN panee He onmcanHas ys3BumocTb MJIN panee He OnmMCaHHBIA MOAXOX
K BBISIBJICHUIO WJIM JEMOHCTPAIlUU YSI3BUMOCTH — 4 6aJia; CylecTBeHHO JopaboTaHa
u3BectHas araka WJIM cymecTBeHHO m0paboTaH TOAXOJ K BBISIBICHUIO WIIH
JIEMOHCTPAIlUA U3BECTHOM YSA3BUMOCTH — 2 0alljia; pacCCMOTPEHa ITUPOKO MU3BECTHAS
araka WJIM mmpoko wu3BecTtHas ysa3BuMocTh WMJIM moaxon K BBISBICHUIO/
JIEMOHCTpAIIUU YI3BUMOCTH HE SIBIsieTCS HOBBIM — () OaJjioB);

— Macmrab oxBata yrpo3 (IIponykr HampaBieH Ha BBISIBICHHUE WIU
JIeMOHCTpanuio kiracca yszsumocter MJIM Heckonbkux TakTuk atak cornmacHo MITRE
ATT&CK — 4 6anna; mpomyKT HampaBiIeH HAa peaju3alliio OJHOW TaKTHUKH aTaKu
cormacio MITRE ATT&CK — 2 0Gamna; mpoayKT HampaBlieH Ha BBHISBICHUE WU
JEMOHCTPALIUIO EAUHUYHOW yA3BUMOCTH — | 0ami; TpOAYKT HE CBSI3aH
C BBISIBJICHUEM/JIEMOHCTpAIIUCH YA3BUMOCTEH WM peanusamnueit araku — 0 6auioB).

2. OnuummTe KOHUENIUI0 pa3padaTrbiBaeMoro npoaykra, chopmyanpyire
HeJb M 3aJa4M NPOeKTAa. YKakuTe MnpeanogaraeMyw ¢opmy peajnzanuu
npoaykra (mporpamMma / NPOrpaMMHO-aNNAPATHBIA KOMILIEKC / aJroputMm /
cepBuc / calT /...).

— Omnucanue uaen paspadarsiBaemoro pemenus (ChopMmyaTupoBaHa aBTOPCKas
KOHIEMNIHMS MPOEKTa, HCUYEPNBIBAIONIE ONUCHIBAIONIAS KOHEUHBIM MPONYKT H
MCKITIOYAIONIasl TBYCMBICICHHOE TOJIKOBaHHWE — 4 0ajia; ONMMcaHue UJer He CO3MatT
0O0IIero MpeICTaBICHUS O peau3yeMoM MpoaykTe — 0 6aion);

— @opMynHpoBKa LEIM W 3aAay NpoekTa (YKa3zaHbl MapaMmeTpbl YCHEUIHOM
peanuzanuu mpoekra — 4 Oaia; cHopMyIMpOBaHHBIC IE€Nb W 3a7add MPOCKTa HE
MO3BOJISIIOT OLIEHUTH YCHEIIHOCTh peaiu3aiuu npoekra — 0 6amios);

— Onucanue npeanonaraeMoi ¢popmsl peanuzanuu npoaykra (Ilpennonaraemas
dbopma peanuzanuu OpoAyKTa OMUCaHA MOJHO — 4 0ala; OomMcaHue BUJA MPOIYKTa
HETOJIHO — 2 0aJijia; ONnrcaHue He TO3BOJISIET OLICHUTh BO3MOXKHOCThH MCIOJIb30BAHUS
npoaykra npoekra — 0 6anion).
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3. Jlist OeHKU AaBTOMATH3ALMU M BOCIIPOU3BOAMMOCTH ONUIINMTE MPHHLUI
B3aMMOACHCTBHSA € BAalllUM MHCTPYMEHTOM /JIsl BBISIBJICHUS MJIM AeMOHCTPALUHU
paccMarpuBaeMoii(-bIX/-0ro) BaMu YA3BUMOCTH/ yA3BUMOCTel/K1acca
YA3BUMOCTEH/CJIa0bIX MeCT. YKaxKuTe [JeiCTBUS, KOTOpPble HE00X0AMMO
BOCIIPOM3BECTH IOJb30BATEJII0 /ISl MCIOJIb30BAHUSA Ballero HWHCTPYMEHTA,
U YCJI0BHUS1, HEO0X0AMMBbIe /ISl €r0 KOPPEKTHOH padoThlI.

— Ilonunora ommcanusa (IIpuBenéHHoe omucaHue MOJHO M YETKO OIMHUCHIBACT
NeHcTBUS ToNb3oBaresss — 4 Oamia;, W3 NOpUBEAECHHOTO ONHCAaHUS HE sICHA
MOCJIEIOBATEIBHOCTh JEUCTBUM TOJB30BATEsl MHCTPYMEHTA, KOTOpash MO3BOJISAET
BBISIBUTh WJIM TPOJEMOHCTPUPOBATH YA3BUMOCTH/YSI3BUMOCTU/KIACC YA3BUMOCTEH/
cnabwie mecta — () 6ayoB);

— CrerneHb aBTOMAaTU3allMd U BOCTPOU3BOAMMOCTH (MHCTPYMEHT MOJHOCTHIO
aBTOMAaTU3WpyeT TPOLIECC BBIABJICHUS WM JIGMOHCTPAllUd  paccMaTpUBacMOM
YSA3BUMOCTH — 8 0aJIoB; MHCTPYMEHT IO3BOJISIET aBTOMATH3WPOBATh TOJBKO 4YacTh
JCUCTBHIA, MPU 3TOM CYIIECTBEHHYIO YacTh aHAJIM3a YSI3BUMOCTH/BOCIPOW3BEICHUS
aTaky MoJIb30BATENb JIOJKEH BBITIOJIHATD CAMOCTOSTENBHO — 4 0asiia; MpOayKT SBISICTCSI
HaOOPOM PEKOMEHIAITUI/METOIMIECKUM JOKYMEHTOM U HE TT03BOJIICT aBTOMAaTHU3UPOBATh
MPOIIECC BBISBIICHHSI WIIA IEMOHCTPAITUH (IKCTUTyaTalliu ) pacCMaTprUBaeMOl ySI3BUMOCTH
WK pean3aliy paccMarpruBaeMoit ataku — () 6ayioB).

4. OnuuuTe AJrOpuTM pa3padarbiBaeMOro BaMu NMPOAYKTA € YKa3aHUEM
HCIOJIb3YeMbIX B HEM T€XHOJIOTHii/aJITOPUTMOB/KJIACCOB pellIeHI.

— Omnmcanne anroput™a (IIpomeMoHCTpHPOBaHO, Kak MPOMYKTOM MPOEKTa OymeT
JOCTHTHYTa BO3MOYKHOCTB BBITIOJTHEHHS BCEX ITOCTABIICHHBIX 3214 — 8 OaJUIOB; TPUBEICHO
oO11iee onMcaHue JTOCTIKEHUS (YHKIIMOHAILHOCTH MPOoAyKTa — 4 Oaiia; 000CHOBaHHE
(YHKIMOHATEHOCTH TIPOIYKTa HE ONFCAHO U HE SBISIETCS] 04eBUIHBIM — () OaJlIoB);

— Apxurektypa u au3aiid (IIpogeMoHcTprpoBaHa MOIYIIEHOCTE Pa3padaThiBAEMOro
anroputMa — 4 0ajuia; He TUIAHUPYETCS HMCIIONb30BaTh METOJIbI, TMO3BOJISIONIME CIENaTh
QJITOPUTM MOTYIBHBIM H YUTaeMbIM — () GaJIjIoB).

5. Onummure pe3yJbTarTbl NPUMEHEHHUS BalIero NMPOAYKTa, HA OCHOBe
KOTOPBIX MOT'YT ObITH C()OPMYJIHPOBAHbI PEKOMEHIAIUN (MePbl) 110 YCTPAHEHUIO
paccMaTpuBaeMoii(-bIX/-0r0) BaMH YA3BUMOCTH/ySI3BUMOCTE/ KJjacca
yA3BHUMOCTel/cj1adblIX MeCcT B HejdeBbIX HMHMOPMALMOHHBIX CHCTEMAX,
NMPOrpaMMHOM O0ecrie4eHNH WJIN OPraHN3alMOHHBIX MpoLeccax.

(Dopmar mpencTaBiIeHUS — pe3yABTATOB  pabOTBI  MPOAYKTAa  IO3BOJSIET
UACHTU(PUITMPOBATh MECTOTOJIOKEHNE, (DOPMAT U ICTAIN YSI3BUMOCTH B TECTUPYEMOU
cucteme — 12 6amioB; ysI3BUMOCTh OMMCAaHA TOYHO, HO HE YKa3bIBACTCS B KAKOW YaCTH
TeCTUpPYEMOUN cucteMbl OHa HaxomuTcss MJIM ykazaHO MECTONOJI0XEHHUE, HO HET
TOYHOTO OMNHUCAHUS VYI3BUMOCTU — O OaJIOB; NPEACTaBICHHBIE PE3yIbTaThl
HE MO3BOJISIIOT YCTPAHUTH PACCMATPUBAEMYIO YA3BUMOCTh — () 6aILIOB).

MaxkcumanabHbIil 0251 3a padoty — 60.



