IIpakTnyeckoe 3ajaHue ISl 3AKJIIOYUTEIbHOI0 3TANa BCEPOCCUIICKON 0JIMMITUAIbI
HIKOJbHUKOB 10 Tpyay (Texnosorun) 2024 — 2025 yueOHbIii roa
Hpopuas “Undopmanuonnas besonacuocrsp”

11 kaacce

TemaTuku 3aganni
B Type HeoOX0AMMO pemuTh Kak MOKHO Ooibliie 3aaanuii. Habopsl 3a1anuii OpueHTHPOBAHbI Ha
KOMIUICKCHYIO ~ OLEHKY HAaBBIKOB YYaCTHHKOB 3aKIIOYUTEIBHOIO Typa M  OXBaTBIBAIOT

MCPCUUCIICHHBIC HUKC TCMbI:

PeBepc (aHanm3 UCXOMHBIX TEKCTOB KOMITBIOTEPHBIX IMTPOTPAMM)

Web (nonck ysa3BUMOCTeH web-TIpHUI0KEeHNH )

Forensics (mmouck cieaoB HHITMACHTOB HHPOPMAIIMOHHON 0€30MaCHOCTH)
Linux\Unix (Misc) (3amanust cMenranHoi kareropu, 3amura OC Linux\Unix)

Ananu3 Tpaduka

o a0~ wbhE

Cpencraa 3amutsl nHbopMaruu (C31).

IIpumeyanus:

Onenka 3amanuil (kpome Ttematuku C3U) mnpousBoauTcs aBTOMATHUECKU M0 (aKTy
pasMeIleHNs] Y4aCTHUKOM B II0JIE€ Ul BBOAA KOPPEKTHOTro (pirara — CTPOKHM ONPEENIEHHOIO BUA
(wabnoH OyzaeT O3ByuYeH Iepes HadajaoM Typa), AOCTYH K KOTOPOMY SIBIISI€TCSI MHIUKATOPOM
YCIIELTHOTO PELICHUS 3aJaHusl.

Onenka 3aganuii mo tematuke C3M mpou3BOOMTCS OpraHM3aTopaMM Ha OCHOBAaHUU
MIPEIOCTABIIEHHBIX yYaCTHUKaMU (aiioB.

MaxkcuMaabHO BO3MOXKHOE YUCIIO OaJlIOB 3a MPaKTUUECKUi Typ — 35 6asuios.

Bpewms Ha u3ydeHrne HHCTPYKLIMU HE BXOAMUT B 00Ilee BpeMsl BHIIIOJIHEHHUS 3aJaHUH.

WueTpykuus — uist  aAMUHHUCTPATOpPOB  pacHpOCTpaHAETCs  OTAEIbHO,  SBISETCS

KOH(MUIEHIIMATBHON U yYaCTHUKAM HE MPe0CTaBIseTCS.



HHcTpyKIIMS 1 MHPPACTPYKTYPA YUACTHUKA
1. Ha I1K yyacTHMKa OJMMIMAIbI 1OJKEH OTCYTCTBOBATH AOCTYII B ceTh “UHTepHeT” .
2. Ha IIK yuacTruKa ycTaHOBJIEH rumepsusop VirtualBox™.
3. YyacTHUKY mpenocTaBisieTcss oOpa3 BUPTyaJbHOW MAIIMHBI C HEOOXOJUMBIM MPOTPAMMHBIM
oOecrieueHreM /ISl pelieHus 3aaHuil. BUpTyallbHYI0 MalllMHy y4acTHUKA TpeOyeTcs 3alyCTUTh J0
Hayaja MpakTUYECKOro Typa.
4. Ha cepBepe opraHu3aTopoB 3allyCKaeTcsi BUpTyalbHas MammHa c¢ Ilmardopmoii ¢ 3amaHusmu,
KOTOpasi MCIOJNb3yeTcs Uil pELIEeHUs BCEX 3aJaHuil, Kpome 3ajaHuii mo pabore c¢ C3U.
Pazeepmuieanue Ilnamgpopmer 0na Kaxcoozo kKnacca npou3BO0UmMCsA HENOCPEOCHBEHHO20
opzanuzamopamu He no3oHee yem 3a 1 0env 00 nposedenus npakmuueckozo mypa. BupryanbHas
mamuHa ¢ [natdopmoii Takke J0KHA OBITH TOCTYITHA TI0 JIOKAIBHOM CETH ¢ MAIlIUH YYaCTHHKOB.
5. Jlo Hayasa BBIOJIHEHUS 33/IaHUI BCE YUYACTHHK JIOJDKHBI OBITh 3aperucTpupoBansl Ha [Imardopme
CTFd u nony4uTs JIOTUH/IAPOJIb.
6. g 3arpy3ku ydacTHUKaMu (paiiioB (CKpUHIIOTOB, CKPUITOB, KOH(UTYpAIIMOHHBIX (DaiiyioB H
T.I.), TOATBEPXAAIOIIMX BbIIOJHEHUE 3anaHuil Tematuku C3U, opraHuzaropbl MNpPEeIOCTaBIT
MEXaHU3M HHJIUBUIYalIbHOW 3arpy3ku 3TUX (ailioB (MHAMBUIYaJbHBIE NANKU C IEPCOHAJIbHBIM
JOCTYIIOM JIJIsl KQXKJIOTO YYaCTHHKA).
IHopsaaok nposeneHus
JImuTenbHOCTh MPAKTHUECKOTO Typa (BBINOJHEHHE MPAKTUYECKUX 3aJaHui) s y4acTHHUKOB 11
Kyacca coctanisieT: 3 yaca 30 MunyT (6€3 yuera nepephiBOB).
OO0mme TpeGoBaHus
1. Jlo Havana mOpakTUYECKOro Typa HeoOxomumo obecneunts npoctyn ¢ [IK yuacTHMKOB K
[Tnatdopme c 3amanusiMu, pasBepHyTod Ha cepBepe. Ha skpanax IIK ydacTHuKa AOMKHBI OBITH
BBIBE/ICHBI OKHA PETUCTPALMK Ha TU1aThopMe C 3aJaHUSIMHU.
2. Ilocne crapra NpPakTUYECKOIO Typa, YYACTHUK JIOJDKEH BBINOIHATH 3aJaHUS IOJHOCTBHIO
CaMOCTOSITENbHO. 3a1anus pacnonoxkeHsl Ha [Tnardopme. [IporpaMmHbBIE HHCTpYMEHTApUN I UX
peleHus JOCTYNEeH Ha BUpTyalbHbIX MamnHax Ha [1K ygacTHHKOB.
3. I1o oxoHYaHWU peleHus 3aAaHU YYaCTHUK OJIMMITHUAAbI MOKET MOKUHYTh ayJAUTOPHIO.
4. Haitnennsie duaru (kpome 3ananuit C31) BBogstcs Ha [Tnardopme. KomudecTBo mombITOK BBOAA
¢rara He orpaHuYeHo. 32 OIIMOOYHO BBEJICHHBIHN (uiar OayIbl He CHUXKAIOTCA. Y CIICIIHO HallICHHBIN

duar comepkuT cieayronmit popmart - Vsosh{rauioennwiii_¢nae}, B mobdoM perucrpe.

L https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

Goperasma

web

Pucynok 1 — Ilpumepnslii Buj skpanHoro unrepgeiica I[lnardpopmsl ¢ 3aianusmu

TECTOBAN Janasa Ha sed
10

TOCTOBAR 330348 Ha Bel
10

Pucynox 2 — [Ipumep ycnemHoro BBoja (iara. 3agaHue 3aC4uTaHo.



Kapra pa3zoannoBku nis 11 kiaccon

Ne TemaTtuka 3aganus Kpurepuu onenku Koiu-Bo
3aganus OaJuI0B
1. @akr pasMmelleHUs] Y4YacCTHUKOM B

C3U 1 1
“AnKIan” 1oJIe [ BBO/Ia KOPPEKTHOTO (hyiara
2. Web 1 dakT pa3MelieHHusT YYaCTHHKOM B
“IlomuMepHBIH 6
- 1oJie JUIs BBO/Ia KOPPEKTHOTO (hiara
3. @akt pa3MmemeHusi YYaCTHHKOM B
Web 2 10JIe JUIs BBO/Ia KOPPEKTHOTO (iiara '
“be3ommoo4ynas popmysaa” PP
4, Forensics 1 @akT pasMELIECHHUs YYaCTHUKOM
“CxkpbiTas mejaoaus” 1
T0JIe [T BBO/Ia KOPPEKTHOTO (iiara
S. dakt pa3MmemeHuss Y4aCTHUKOM
Forensics 2 4
“TToaumepnbiii ceii” T0JIe [T BBO/Ia KOPPEKTHOTO (hyiara
6. @dakt pa3MmemeHuss y4aCTHUKOM
Reverse 1 “IlonumepHbIi 6
3AMOK” 1oJie JuIs BBO/Ia KOPPEKTHOTO (iara
7. @akt pa3MmeleHuss Y4aCTHHUKOM 1
1oJie JUIs BBO/Ia KOPPEKTHOTO (iara
Reverse 2 “Matreshka” s A& KOopp ¢
8. @dakt pa3MmemeHusl y4acCTHUKOM
Reverse / PWN 1oJie 711 BBOJa KOPPEKTHOro (hara °
“Caomannbiii Mexanusm” pp
9. @dakt pa3MmemeHusl y4acCTHUKOM
C31 2 1
“Cerenoii 1030p” 1oJie JUIs BBO/Ia KOPPEKTHOTO (yiara
10. @akT pasMEIIEeHUus Y4aCTHUKOM
€313 1oJie JUIs BBO/Ia KOPPEKTHOTO (yiara )
“Cucrema noj yrpo3oi” pp
11. C3H1 4 Kpurepun OnEHKM TpUBEIECHBI
+ AHaym3 Tpadguka 5
« v 3aJaHUU
CerteBble IBUKEHUS
X 35




3aganusa

C3H1 1 - Ankias

ToBapuny odunep! Ham arent-po6or B Boar-Texk mnepeman B HOCOIBCTBO  (UICHIKY C
3amu@poBanHbIM (aiiom. Cuntaem, YTO Ha HEH MOTYT OBITh JAaHHBIE O CEKPETHOM OpraHu3aluu
“AHknaB” — TaliHOM BoeHHo-nosutudecko opranuzaumu CIIA. Ilpocum oxa3zaTth nomMopb B
pacmudpoBke ¢aina U ToOUCKe B HEM CEKPETHON MHGOpMAITUH.

Pexomenayembie yrunutel: 0penssl, bash.

[{enb paboOTHL: MOMyYeHHE AOCTyNA K (prary.
KpuTepuii OIIEHKU: TPe0CTaBICHHIE MTPABIIIBHOTO ¢iara.

Web 1 — IoaumepHblii BLIYHCIUTETD

B oxno#t u3 uccienoBarenbckux nadopatopuii «[Ipeampusitust 3826» ObLI 3aIylieH CepBUC, TIE
M00bIe HAayYHBIC COTPYJHHKH MOTYT OBICTPO TMPOTECTHPOBATH CBOM (DOPMYIIBI U aHAJIN3a
MOJUMEPHBIX peakiuidi. OHAKO 0Ka3ajloCh, YTO MPHU ONPEACIEHHBIX YCIOBHAX IOJYYUTh HEUYTO
Ooubliee, YeM BBIYMCIUTEIbHBIE pe3yabTaThl. Mccnemyiite, Kak MMEHHO 3TO BO3MOXHO!
Pexomennyembie yrunuter: BurpSuite, Python

[{enb pabOTHI: MCCIIEIOBAHHE JIOTUKH PAa0OTHl Web-TIPUIIOKEHHUS U TTOJTydeHHe JOCTyna K (rary.
HTor paboThl: MOIYYUTh TOCTYII A0 ¢uiara.

Kputepwuii OlleHKH: IPEIOCTaBICHIE KOPPEKTHOTO iara.

Web 2 — Be3ommn6ounasi popmyJia

Buytpu «lIpenmpusitust 3826» yxe noiaroe Bpemsl HUCHpaBHO pabOTAaeT cucTeMa MPEMHUPOBAHUS
HauOosiee AP(PEKTUBHBIX COTPYAHUKOB. OaHAKO HETABHO OBUIO OOHAPYXKEHO, YTO OJUH U3
MH)XEHEPOB CMOI' JOCTOBEPHO OIPENIENIUTh CEKPeTHYI (OopMyidy IO HAYMCIEHUIO OOHYCOB, YTO
CTaBUT NOJ| YIpo3y cucTeMy OrojkeTHpoBaHus. [lomMorute HaM BOCCTaHOBHUTH CIIPABEIMBOCTD,
OIIpeJIeNINB U3bSH BO BHYTPEHHEM cepBHce!

Pexomennyembie yruauter: BurpSuite, Python

[lenb paboOThI: HCCiIEIOBAaHUE JIOTUKHU pab0Thl Web-TIPHIIOKEHUSI U TIOJTydeHUE 10CTyna K ¢uiary.

Htor paGoThl: MONTYYUTh JOCTYI A0 ¢uiara.
Kputepuii oleHkH: IpeocTaBleHHe KOPPEKTHOTO Quiara.

Forensics 1 — CkpsbiTas Meoaus

WNnxenep "llpennpusitus 3826" ucnonb3yeT HEOOBIYHBIH METOJl XpaHEHHUs cBoux maposieid. OH
npeoOpa3yeT X B 3BYKOBbIE (ailyibl U aHATU3UPYET CIIEKTPOTrpaMMy.

Pexomenayemble yTuinThl: audacity.

[{enb paboThI: HccaenoBaHue ¢aiina-cTerokoHTeHepa.

Kpurepuii onleHKH: peocTaBlIeHHe KOPPEKTHOTO Quiara.

Forensics 2 — IloaumepHbIii ceiig

Pa3paboTunk HEHPOMMIUIAHTOB OCTAaBHI 3alTU(POBAHHBI KOHTEHHEP C BAXKHBIMHU JIAHHBIMH.
Kittou mudpoBaHus HAXOIUTCS B AaMIle TaMSITH ero pabodei CTaHIUH.

Pexomennyemsbie yruutse: Volatility2, volatility3, cryptsetup, mount.

[lens paboTel: uccienoBanue namma namsaru OC.

Kpurepuii orieHKH: Mpe0CTaBICHUE MPAaBHIIBHOTO (piiara.




Reverse 1 — ITomMepHBbIii 3aMOK

B ma6oparopusix "llpennpusarus 3826" ObuT1 OOHApYXKEH 3aCEKPEUCHHBIM MOMYNb YIIPABICHHS
"[TonmumepHbiM 3aMKOM". DTOT MOJYJIb OTBEYAET 3a KOHTPOJb JOCTyNa K KPUTUUECKU BAKHBIM
oobektaM. Ho mocne unnuaenta ¢ Iloaummepom Bce cuCTeMbl MEPELUTH B aBapUUHBIN PEXUM,
OJIOKUPYS AaXKe JIETUTUMHBIX 10JIb30BaTeNeil. BepHure KOHTpoIIb HaJ CUCTEMOM!

Pexomennyemsbie yrunutsl: IDA Free, Ghidra, GDB, python

[{enh paOOThI: OMPENEITUTH AJTOPUTM PAOOTHI IPOTPaAMMBbI, BOCCTAHOBUThH CEKPETHOE 3HAUCHHE
KpuTepuii OIICHKHU: TOTy4YeHHEe KOPPEKTHOTO (hara

Reverse 2 — Matreshka

B nempax Komiurtekca XpaHATCS TaMHBI, CKPBITBIE OT IMOCTOPOHHHMX rIia3. [upextuBa P-16/7
3aceKpedyeHa BBICIIUM DPYKOBOJACTBOM, HO ()parMEHT JAaHHBIX MPOCOYMIICS uepe3 cucreMmy. Ero
pabouasi craHuus OOHapykeHa C €AMHCTBEHHBIM aKTHUBHBIM (aiiioM. TBosi 3amauya, TOBapwuI,
UCCIeoBaTh MONydyeHHYI0 uHpopMaiuio. KoMIiieke paccuuThiBaeT Ha TBOU aHAJIUTHYECKUE
CTIIOCOOHOCTH.

Pexomenayembie yruiuthl: python

[{enb paboOThI: BOCCTAHOBUTH CEKPETHOE 3HAUCHHUE

KpuTepwii OIICHKU: TIOTyYeHHEe KOPPEKTHOTO (hiara

PWN — Ciiomanubiii Mexanusm

Toapumni! Hamm wuHXkeHepbl pa3paboTaiu HKCHEPUMEHTANbHYIO CHCTEMY YIpaBJIECHUS, HO B
npolecce TeCTUPOBAHUS OOHAPYKWIMCh aHOMAJIMM B paboTe OJHOIO M3 KPUTHUECKUX MOJYIEH.
[IporpamMma BeneT ce0si HecTaOUIBHO NMPU OOpabOTKE OINpENeeHHBIX BXOAHBIX JaHHBIX, a B €€
JIOTUKE SIBHO MPOCIJIEKUBAIOTCS CJIEbI ONTACHON YSI3BUMOCTH.

Pexomennyemsbie yrunutel: IDA Free, Ghidra, GDB, python (pwntools)

[lenb pabOThI: MOUCK U AKCIUTyaTallMsl yI3BUMOCTH B OMHAPHOM MPHIIOKEHUN

Kputepuii olleHKH: oJydeHne KOppeKTHOro (iara

C3MU 2 — CerteBoii 1030p

ToBapuil, HaM CpPOYHO HYXEH JOCTyn 10 KoHconau ynpasieHus Ilpennpusituem. OnHako
aTaKOBaHHBIE POOOTHI BCE OOJIOKIIM CBOMMU CJIOSIMHU 3amlMThl. Halim B HUX Ja3zeiiky W y3Ha# ¢
KakUM aJpecoM U TPOTOKOJIOM MPUKIAJTHOTO YPOBHS MOXHO MPOUTH CKBO3b ATy 3aIIUTY 3TO
YpOBHSI.

dopmar ¢uara: vsosh{ip protocol}. [Tpumep: vsosh{192.168.1.0_http}

Pexomennyembie yruutsl: iptables

[{enb paboTHI: MOTYYeHHE KOPPEKTHOTO ¢uiara
Kpurepuii onienku: duiar B popmare: nperocTaBieHne NpaBUIbHOTO (iara

C3H 3 — Cucrema noja yrpo3ou

Toapui, Ham cHOBa TpeOyercs TBos moMoib! Ha nepenosom o0wexte 'Tlpeanpusitue 3826' BHOBD
3auKkcHpoBaHa IMOJO3pPHUTENBbHAS aKTHBHOCTh. Ha 3TOT pa3 HapymmTenu ao0pauch 10 HAIIero
KO/Ia ¥ BHECTIM M3MEHEHHUS B MEXaHHM3M IA0JIOHHOM TeHEepaIluy MOJIh30BATENbCKUX CTpaHUI. TBOs
3aJaya - Kak MOKHO CKOpee YCTPaHUTh JbIpy B 0€30IaCHOCTH U HE MO3BOJIMUTH 3JI0YMBIIIJICHHUKAM
BHEJPUTH BPEJOHOCHYIO Harpy3ky B Hamu cucteMbl. OOpaiaeM BHUMaHUE, YTO M3-3a OOJIBIION
Harpy3Kd Hallla OHJIalH cpena pa3paboTKu paboTaeT ¢ mepebosMu, MOATOMY HAOEPHUCh TEPIICHHUS.
VY naun!



Pexomentyembie yTuautel: python
[{enb pabOThI: U3MEHEHHE KOH(UTYpAIIH TPUITIOKESHHUS.

HTor paGoThl: TOTYyYUTH NOCTYI A0 diara.
KpuTepuii OIIEHKU: TPeOCTaBICHHIE MTPABIIIBHOTO ¢iara.

C3U 4 — CeTeBble ABHKEHHUSA

CereBas undpactpykrypa “IIpennpustus 3826 Bce emie moj yrpo3old — KaXeTcs KTO-TO BEACT
OypHy!0 pa3Benky, naxe HeiipolW npuner. TBost moMons BHOBb HYy)KHa — HEOOXOJMMO pasraiarhb
MOCIIEZIOBATEIbHOCTh JIEUCTBUN aTakylolux U coOpaTh ceTeBble apredaktsl. He 3abyab BHOBB
cenaTh OTYET “HaBepX’ U BIUCATh aJ[pec aTaKyIUIero B CUCTEMY, 0€3 3TOro HUKAK.

BAKHO: |IP-agpec aTakyiomero - WHAMKATOD pElIeHus 3adaHusi, pPabOThl YYaCTHHKOB,
HEKOPPEKTHO \ He ompeneMBIIMX €ro - HEe MOISKAT janbHelmeill mnposepke!  Pemenne
pa3MecTUTe B CETEBOM Marke, MpoayoIupyiTe Ha pabodeM crosie Bamielt BUpTyaapbHOW MAITUHBI
YYaCTHHKA.

Pexomennyembie yruautsl, Wireshark
[{enb paboThL: UCCIENOBAHKE BPEAOHOCHOM aKTUBHOCTHU B 3alIUCH TpaduKa

Hror paGoThl:
CrnaHHBII B TeCTOBYIO cucteMy IP-anpec arakyromiero

TexcToBblii (haiin report.txt ¢ aHaIM30M XOJa aTaku U 3alOJHEHHBIMH MOJSAMU (IIA0JIOH 7S
3aroJIHEHUS MPUIIOKEH K 3aIaHHI0 Ha TIaThopme).

Kpurepuu onenku:

» Koppekrtno onpenenen IP-aapec atakyromero - 1 6ann

» Koppekrtno HaiizeHo nsa ¢iara, popmara vsosh{} - 1 6amn

» KoppekTHo omnucaHa 1enovka mpoBeIeHUs aTaku - 3 Oania




