IIpakTHyeckoe 3aJanue /s PerHOHATIBLHOI0 3TANA BCEPOCCHICKOI 0OJIMMITHA/IBI
IIKOJBHUKOB M0 TexHoaoruu 2022 — 2023 yyeOHbIii 1o

poduan “Uudopmannonnas bezonacHocts”, 9 KiIace

TemaTuku 3agaHuK
B Type HeoOXomMMO pemmTh Kak MOXHO Oonblie 3aganuii. HaOophl 3alaHuil OPUEHTUPOBAHBI Ha
KOMILUTEKCHYIO OIIEHKY HABBIKOB YYAaCTHHUKOB PETHMOHAIBHOTO Typa M OXBATHIBAIOT MEPEUUCICHHBIC

HWKE TCMBbI!

1. Web (nouck yszBumocTeit web-npuinoxeHui);

2. Pesepc koza (aHAIN3 UCXOAHBIX TEKCTOB KOMIIBIOTEPHBIX MTPOTPaMM);

3. Awnanus tpaduka (MOKMCK CICIOB MHIUICHTOB HHPOPMAIIMOHHON 0€30MaCHOCTH);

4. Linux\Unix (HaBbIKH aIMHHUCTPUPOBAHHS ONIEPAIIMOHHBIX CUCTEM).

5. Kpunrorpadus (mpakrudeckue HaBBIKM Pa0OTBl C KPUNTOTpadUUYEeCKUMH CpPEACTBAMH U
ANTOPUTMAMH)

6. Cpencrsa 3ammtsl nHGOopMaruu (C3H).

[Ipumeyanus:

Onenka 3amanuii (kpome Ttematukd C3UM) npow3BOAMTCS aBTOMATHUECKH IO (aKTy
pa3MelleHns yYaCTHUKOM B TOJi€ JUIS BBOJAA KOPPEKTHOro (hjara — CTPOKH ONpEAETICHHOrO BUAA
(wabnoH OynmeT mpuciaH Iepel HayalloM Typa), JOCTYHN K KOTOPOMY SBJSIETCS HHIUKATOPOM
YCIIEIIHOTO PELICHNUS 3a1aHHs.

Ouenka 3agHui mo tTeMmatuku C3U npou3BOOUTCS OpraHU3aTopaMd Ha OCHOBaHUU
MPEJOCTAaBICHHBIX YYaCTHUKaMHU (alijIoB/CKPHHIIOTOB.

MakcuManbHO BO3MOXKHOE YMCIIO 0aJIOB 3a MPaKTUUYECKH Typ — 35 OasuioB.

WHcTpyKium 1711 OpraHU3aTOpOB M yYacTHHKA MPWIOKEHbI K JaHHOMY JIOKYMEHTY

(ITpunoxenne A u b).

HNudpacTpyKkTypa y4acTHUKA
1. Ha IIK yyacTHHKa OMTUMIHA/IBI JOJDKEH OTCYTCTBOBATh JIOCTYM B ceTh “MHTEepHeT .
2. Ha IIK y4acTHHKA yCTaHOBJIEH rumepBu3op VirtualBox™.
3. Y4acTHHUKY MpeoCTaBIseTCsl 00pa3 BUPTyaIbHOM MAIIMHbBI ¢ HEOOXOAMMBIM IMPOTPAMMHBIM
o0ecriedeHueM ISl peleHus 3a1annil. BupTyaiapHyro MalMHy ydacTHHKA TpeOyeTcs 3alyCTHTD 10

HaydaJia 3K3aMCHa.

L https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

4. Ha cepBepe opraHu3aTOpOB 3allycKaeTcs BUPTyalibHas MaivHa ¢ [Inardopmoii ¢ 3amanusmu. OHa
WCTIONB3YeTCA JUTA PEIIeHHs BCeX 3a/IaHni, KpoMme 3ananuii mo padore ¢ C3U. MHCTpyKINs 10
pasBepTeiBanuio [ lmaTdhopmer pemocTaBiIeHa B COCTaBe JaHHOTO KOMIDIEKTa JJOKYMEHTOB.
Bupryanpras mammna ¢ [InaTdopmoii Takke qODKHA OBITH TOCTYITHA IO JIOKAJIFHOM CETH C MAIlIWH
YYaCTHUKOB.

5. Jlns 3arpy3Ku ydyacTHUKaMHu (haiiiioB (CKPUHIIIOTOB, CKPUIITOB, KOH(QUTYpaIIMOHHBIX (DaiiIoB U
T.I1.), IOJATBEPKIAIOIIUX BBIMOTHEHHUE 3aaanuil Tematuku C3U, opranuzaTopsl Mpea0CTaBAT
MEXaHHM3M HHIUBUAYAILHOM 3arpy3ku 3TuX ¢ainoB. Hampumep, uepes LMS, sHaekc-hopMsl, oO1me

TarkKy Ha CEPBEPC (I/IHI[I/IBI/II[yaJ'H)HBIe nanky ¢ NI€PpCOHAJIBbHBIM JOCTYIIOM IJIA KaKAOTO y‘laCTHI/IKa).

Buptyasnbsable MalIMHBI JOCTYIIHBI JUIsl CKAYMBaHUA B C€TU MIHTEpHET BO BpeMs IPOBEAECHUSA
OHI/IMHI/Ia)Z[bI 110 CChIJIKaM HUKE:

OcHoBHast ccbuika: https://miem.hse.ru/rosh/2023/download/vmlink_z

PeseprHas ccpuika: https://drive.google.com/drive/folders/12P1hdH4fE4AMhoG1h8fisUG5MIn_9h43U
Jloruu / mapous mwiatgopmer CTFd: admin / a+5A7[PEI2=S|v{+gYa\Wx&;v?9I~Lwc

IMapons OC Ubuntu: gaK!Goa=10d

[Mapous ot zip-apxusa: I}NHH#PI36&$*F$Q:ZYS_s&?pY:t)Og+

Oo0mme TpeGoBanus
1. lo Hayana nmpakTH4YecKoro Typa Heodxoanmo odecneunts goctyn ¢ [IK yuactaukos k Ilnardopme
C 3aJaHUsIMU, pa3BepHyTol Ha cepsepe. Ha skpanax 1K ydacTHMKa NOIKHBI OBITH BBIBEIEHBI OKHA
perucTpanru Ha miaTgopme ¢ 3aJaHUsAMH.
2. Ilocme crapra NpPakTUYECKOrO Typa, YYacTHHK JOJDKEH BBINOJHSAET 3aJaHUs ITOJHOCTBHIO
CaMOCTOSITENBbHO. 3ajanus pacnonoxensl Ha [Tmatdopme. [IporpaMMHBIii HHCTpYMEHTapUH ISt UX
pelIeHns JOCTYIIEH Ha BUPTyallbHbIX MamunHax Ha [1K yqacTHUKOB.
3. Ilo okoOHUaHUM pelIeHus 33JaHUH YYACTHHUK OJIMMITHA/IbI MOXKET MOKUHYTh ayAUTOPHUIO.
4. Haiinennsie ¢uaru (kpome 3amanuii C31) BBogsarcs Ha [Tnatdopme. KonnyectBo monsiTok BBOAA

(ara He orpaHryYeHO. 3a OLIMOOYHO BBEICHHBIN (hj1ar Okl HE CHHXKAIOTCS.


https://miem.hse.ru/rosh/2023/download/vmlink_z
https://drive.google.com/drive/folders/12PIhdH4fE4MhoG1h8fjsUG5MIn_9h43U?usp=share_link

Qopescsna

web

Pucynok 1 — npumepHsIil Bu 3kpanHoro naTepderica [lmaTdopmsl ¢ 3amannsaMu

Iopsinox npoBeneHus
JmuTenbHOCTh MPAaKTHUECKOTO Typa (BBITIOHEHHE MTPaKTUYECKUX 3aaHui) 1Sl y4acTHHKOB 9 Kiacca
coctasnsieT: 160 munyT (6e3 yuera nByx 10-TH MHHYTHBIX MepepblBoB). B ciryuae oOHapykeHUs
HEHMCIIPaBHOCTH B OOOPYAOBaHHMHM, BO3ZHHKIIECH HE MO BHHE YYaCTHHKA, [0 PEUICHUIO HAOIIOAaTess
JMaHHBIA ydacTHUK mepececTh Ha [IK M3 uucia 3ape3epBHpPOBaHHBIX Ha Cliydail OOHapYKEHUS
HEUCTPAaBHOCTH B OOOPYIOBaHMHM, BO3HHKIIEH HE 10 BUHE y4acTHHUKA. Bpewms, 3aTpadeHHoe Ha

BBISABJICHUE U YCTPAHCHHUEC HEUCIIPABHOCTU KOMIICHCHUPYCETCH.



Kapra pa36anioBku 1 9 KjiaccoB

Ne 3amanms | Temaruka 3aganus | Kpurepun onenku Komn-Bo 6amioB
1. Anamms Tpaduka | PakT pa3MemieHHs] YYACTHUKOM B TIOJE 4
IUIs1 BBOJA KOPPEKTHOro (uiara
2. dopeH3uka @akT pa3MEIICHHs] YYaCTHUKOM B IIOJIE 2
IUIsl BBOJA KOPPEKTHOro (uiara
3. Pesepc kona @akT pasMelleHUs] YYaCTHHKOM B IIOJIE 6
IUIsl BBOJA KOPPEKTHOro (uiara
4. Web @akT pasMelleHUs] YYaCTHHKOM B IIOJIE 3
IUIs1 BBOJA KOPPEKTHOro (uiara
5. Web-2 @akT pasMeleHUs] YYaCTHHKOM B IIOJIE 3
IUIs1 BBOJA KOPPEKTHOro (uiara
6. Linux\Unix ®dakT pa3MelIeHUs YYaCTHUKOM B IIOJIC 9
IUIsl BBOJAa KOPPEKTHOro (uiara
1. C3U Nel Kputepuu onienku mpuBeaeHs! B 3aJaHUN 4
8. C3U Ne2 Kputepuu orieHKr nprBECHbI B 33/1aHUN 4
PX 35




3ananus

Ananu3 Tpaduka

Ha Web-cepBepe opbutansHOli cTaHIMK ObUT 3aMKCHPOBaH MOJ03PUTEIbHBIN TpadHK, MOCIE Yero
yIIpaBJIeHHUE €10 OBUIO ePEXBAYCHO 3TOYMBIIUICHHUKAMHU. BCckope SKHIaxk MoydniT aHOHIMHOE
coobmenue "$l cipliman, KOCMOHABTHI OUY€Hb YMHBIE. JlokaxkuTe 3T0. S BepHy BaM yIipaBieHne
CTaHIMEH, ecIM CMOXKeTe HalTH B pparMeHTax Tpaduka (.pcapng) u paciinppoBaTh MOH KIIIOYHK.
Wnaue BoI Bce cropute B atmocepe! Axaxaxa!". [ToMorure skunaxy paccieoBaTh JaHHbIH
MHIUICHT ¥ BEPHYTH yIIPaBJICHHE CTAaHINEH.

[{enb pabOTHI: SBISETCS MCCIIEA0BaHUE 3aucH Tpaduka (.pcapng).

Utor paboTel: HAXOXAECHUE U NEKOTUPOBaHUE (prrara, JOCTYH K KOTOPOMY SIBJISIETCS HHIUKATOPOM
YCIIEUTHOTO PELIeHUs 3a1aHusl.

KpuTepuii olleHKH: IpeI0CTaBICHNE IPaBUIBHOTO dtara.

Pexomennyemeble mpenycranosieHnble yTuuThl: WireShark, python3

dopeH3uka

B nmanbie cooOmenns OblTa prciIaHa KapTHHKA, Ha TIEPBBII B3MIISA HIYETO HEOOBIYHOTO.
[{enbto pabOTHI SBIIsIETCS UccenoBanue (aiina n300pakeHusl.

Uror paboThl: Hax0oXkIeHUE (Iiara, CKpBITOTO B (haiiie.

KpuTepuii OlleHKH: IPeI0CTaBICHUE KOPPEKTHOTO hiara.

PexomeHayemble MpeayCTaHOBIECHHbBIE YTUINTHL: grep, strings, MPOBOIHUK (aiiIOBON CHCTEMBI

PeBepc kona

B otnen 6ezonacuoctu 10 opbutanbHOl cTaHIuK OblIa MPUCIIaHa MPOrpaMMa Ha SI3bIKe
C. TloakiroueHue ¢ MOMOIIBIO KOHCOIBHOM yTHIIUTHI netcat - “nc [host] [port]”

[{esibt0 paOOTHI SBIISIETCS UCCIIEIOBAHUE JIOTHKH PaboThI MporpamMmbl Ha sizbike C. [Ipu aToMm:
* TpebyeTcs onpenenuTh yI3BUMOCTh B HICXOAHOM KOJIE;

* [IpoakcyaTHpoBaTh 3TOT ySA3BUMOCTE;

* [Ipu ycrenrHoii SKCIuTyaTanys ysI3BUMOCTH BBI osrydnTe 1oCcTyn K duiary.

Htor [za6OTI)I: MOJIy4YCHUC (bnara, AOCTYII K KOTOPOMY SBJIACTCSA MHAUKATOPOM YCIICIIHOI'O PCIICHUA
3aJaHHs.

KDI/ITGDI/Iﬁ OLICHKU: MPEAOCTABJICHUEC KOPPEKTHOI'O qmara.

Pexomenayemble penycTanoBieHHble yTruThl: gdb, gee



Web

XMM, Hall 663HaI[e)KHI;IfI CTa)Kép B OTACJIC IPOTrpaMMHUPOBAHUA PockoCMOHABTHKY MBITAJICS
HamMcaTh 3TOT CalT OE30ITaCHO KaK MOT. ..

[{enbt0 paOOTHI SIBNISIETCA UCCIIEIOBaHUE JIOTHKH Pa0dOTHI BeO-puiioxenus. [Ipu stom:

* Tpebyercs onpenenuTs ya3BUMOCTh B peau3aliy BeO-IIPUIOKCHHUS;

* [lomyunTs yaaaeHHBIA AOCTYI K KOMIIBIOTEPY, HA KOTOPOM 3aIlyLIECH CalT, IPOIKCILIyaTHPOBAB 3Ty
ySI3BUMOCTb;

* HeoOxonumo npounTaTs (hailsn U3 TMPEeKTOPUH NPUIIOKEHHS (ailioBO CUCTEMBI cepBepa.

Htor [Za6OTI)I: HaXO0XJICHHUEC (bnara, JOCTYII K KOTOPOMY SABJIACTCA MHAUKATOPOM YCIICUIHOI'O pCHICHUA
3aJaHMs.

KpuTepuii olleHKH: Ipe0CcTaBICHNE KOPPEKTHOTO hiara.

Pexomennyemble MpeaycTaHOBICHHbBIE yTUINTHL: Burp Suite

Web-2

Hamma IIPOAYKTOBAsA KOMIIaHUA XOTEJIa CACJIaTh KOCMOHABTOB CUAaCTIIMBEE, HAITMCAB y,I[O6HBII>i CEpBUC
JJI TIOKYIIKM KOTUKOB.

[{enbt0 pabOTHI SBNISIETCS UCCIEI0BAHUE JIOTHKH PaboThl BeO-ipuiioxenus. [Ipu stom:

* TpeOyeTcst onpeaenuTh yI3BUMOCTh B peaTu3aliy BeO-TPUITIOKEHHS;

» HeoOxomumo npounTaTh (hiaar KOTOPBIH SBISETCS TapaMeTpoOM KOH(PUTYpalluK OJTHOTO M3 MOJLyJIeH
MIPWIOKEHUS, IPOIKCILTYaTHPOBAB 3Ty YA3BUMOCTb. ITO MOKHO CIEJIATh Pa3HBIMH ITyTSAMHU.

Utor pabotel: HaxoxaeHue (iara, J0CTYN K KOTOPOMY SIBIISIETCS MHIUKATOPOM YCIIEIIHOTO PEIICHUS
3a/1aHHUs.

KpuTepuii olleHKH: IPeI0CTaBICHUE KOPPEKTHOTO hiara.

Pexomennyemble mpenycTaHOBICHHbIE yTUINTHL: Burp Suite

Linux\Unix

Hamr craperit kanutaH CTaHIIMU aIMUHUCTPUPOBAI 3TOT CEpBEP, OJTHAKO Mepe i BO3BPAIlEHUEM Ha
3emJtro 3a0b11 CKa3aTh MapoJib OT OOt MOJIB30BaTENs. 3HAs CTAPOro KOJUIETY, MOKHO HPEAIIONOKHTb,
YTO MapoJib B 1IEJIOM COOTBETCTBYET KauecTBY €ro pabotsl. XMM, ciioBapeid B Kaiu 10KHO XBaTUTb.

Lenpro paboTHI ABISETCS UCCIIEOBaHNE JIOTUKH paboThI cepBepa. [1pu sTom:

* [lepBoHaYaTEHOE MTOJKITIOUCHIE K CEPBEPY MPOUCXOINT 110 JIOTHHY Mapostto petya:pass-for-ssh
(opr ssh cepBepa ykaszaH mociie mogHATHS 3aaHus);

* HeoOxoumo cunrtath coaepkumoe (aiia ¢ (hjarom, KOTOPbIA HAXOIUTCS B CHCTEME.

Htor [za6OTI)I: HaXO0XJICHUEC (bnara, JAOCTYII K KOTOPOMY SABJIACTCA MHAUKATOPOM YCIICITHOI'O pCHICHUA
3aJaHHs.

KDI/ITGDI/Iﬁ OLICHKU: MMPEAOCTABJICHUEC KOPPEKTHOI'O qmara.




C3HU Nel
Co3znmanue aepeBa MUPPOBLIX CEPTUPUKATOB.

J1n1st KoppeKTHOM paboThl BeO-CcepBrCa yIPaBICHHS KOCMUYECKOW CTAHIINH, HEOOXOUMO Pa3BEPHYTh
nHppacTPYKTYpy OTKpHITHIX Kirouei (PKI). s aToro peanusyiTe CKpUIIT C UCIOIb30BaHUEM
OpenSSL mo co3ganuio 1enoYky MUPPOBEIX cepTUhHKaToB. CreHeprupoBaHHbBIC CePTUHUKATHI (M BCSI
[IENOYKa JOBEPHs) HE TOJDKHBI IMETh OIMNOOK, KPUTHYECKUX TMOJIeH (KpoMe yKa3aHHBIX) WITH
HEBCPHBIX JAaHHBIX.

[{enpio paGOTHI ABISIETCS CO3AaHNE CKpHIITA (.bat), KOTOPEIH MPH 3aITycKe TOTHOCTHIO
ABTOMAaTHUYECKH CO3/aeT ACPEBO cepTu(UKATOB U3 3-X ypoBHe. [1pu sTom:

* Kopuegoii ceprudukat YII (root ca) — mis “Space Station” NJIN «KocMudeckas CTaHITHSD
* [Ipomexyrounsrii LIC (mca) - ans Bammero kimacca (Hanmpumep, “Kiace 9a”)
» KoHeuHsrIit (1moap30BaTenbeKuid, user) s ceos (Name Surname)

[Ipu orobpaxenuu B xpanwiuie Windows nepeBo cepTH(OUKATOB JOKHO OTOOpakaThCs Oe3
OLIMOOK.

3aKphITHIN KIFOY JOJDKEH OBITH 3aimmn()poBaH.

O06s13aTeNIbHO UCTIONB30BAHNE PACITUPEHHN:
* OrpannyeHus nenoyku - basicConstraints: mist Y1 - 6e3 orpannuenuii, L{C - pa3pemnTs BbIIaBaTh
TOJIBKO IOJTb30BaTeNbcKre, Koneunsrit - He L[C)

Uror pabotsl: 3arpy3ute B mpegoctaBieHubie hopmbl 10 ¢aiinos:

* uToroBbie cepTudukate (3 ¢aiina B hopmare .crt),

* CKpUNT U1 co3anus ceprrudukaros (1 daiin .bat)

* 1 koHUrypanuoHHbIN (aiin openssl it coznanus cepTudrukaToB

* CKpUHIIOTHI: cO3/1aHHOTO AepeBa nmpu mpocmotpe B OC Windows (1 ¢aiin) u Brinagku Details
kaxzoro ceprudukara (3 gaiina) B nenouke npocmorpe B OC Windows (4To0bI OBLITH BUIHBI BCE
pacipeHus)

* (paiin PKCS

HcnonpzoBanue pycckoro si3bika B mossix ceptudukara Cyosekt (Subject), Mznarens (Issuer) Oyzer
ILUTIOCOM.

Kpurepun onenku (mrpadsl CYMMUAPYIOTCS IPU HATWYWH HECKOJIBKHUX OIIHOOK):

* JlepeBo co3nmano, HO ceptudukatel He coopansl B PKCS - Munyc 2 6amna

* JlepeBo cepTuukaToB cO37aHO0, HO OTOOpaxkaeTcss B Windows ¢ ommOKoi B OTHOM cepTU(UKATE -
MuHYyC 2 Oaia

* JlepeBo cepTudukaToB co3MaH0, HO oToOpaxaeTcs B Windows ¢ ommbkamu 60s1ee 4eM B OJTHOM
ceprudukare - Bcero 0 6ayioB

* Micnionb30BaHbl Ipyrue paciMpeHys Wi He UCIIONb30BaHbl TpeOyemble - MUHYC 2 Oaia

* [Ipu co3nanum ceprudukara Tpedyercst BBOI HHPOPMALIUK ¢ KJIaBHATYPHI (BCE IOIDKHO paboTaTh
aBTomatnyecku!) - muHyc 1 Ganma

* [Tosts CyOwekt (Subject) u M3narens (Issuer) 3amoHEeHBI 10 aHMIHICKUM — MUHYC 1 Oast.



C3H Ne2

Tpaduk k BeO-cepBrCaM CTaHIIUH JTOJDKCH OBITh 3aIIMIICH OT repexBata. [laBaiiTe moTpeHHpyeMCsl.
Cosnatite ¢ momorisio OpenSSL mudpoBoii cepTrduKaT ¥ MPUMEHNTE €0 AT CO3TaHus
3amumieHHo cBs3u mo mpotokoixy HTTPS ¢ BeG-cepsepom Ha Barmeii BupTyanbHoi# Mamae. Beo-
cepBep (eciH He 3aIlylIeH) 3alyCTUTE CaMOCTOSTEIBHO.

Utor pabotsl. 3arpy3uTe B penocTaBieHHbIE GOpPMBI 5 (hailiioB:

» CkpuHIIOT (B hopmare .png, IpuMep HUXKE) YCTAHOBICHHS 3aIIMIIEHHOTO TOCTYIIA 10 MPOTOKOIY
HTTPS x Be6-cepBepy ¢ xoct-Mammnsl (IIK yuactHuka) mpu oTKpbITOM IUGPOBOM cepTHdUKaTe

» CxpuHIIoT (B popmare .png, mpuMep HIKE) YCTAHOBIICHHSI 3aIUIIIEHHOTO JOCTYTIA IO TPOTOKOIY
HTTPS k Be6-cepBepy ¢ xoct-mamunsl (11K yuacTHrka)

» Co3nanHblil cepTuuKaT
» Cxpunt OpenSSL st co3ganus ceptrudukara (zip-apxuB B CIIydae HECKOIBKHUX (aiiyioB)

» Kondurypannonssie ¢aiiisr Be6-cepBepa, B KOTOphIe BHECEHBI N3MEHEHUS (ZIip-apXuB B CIIydae
HECKOJIbKUX (haiiyioB)

WHoTpyMesT npoosotpa ceptuducaroa: *xn--dlacpi3txn--pla

Oowme

KoMy paaan

—

PucyHok 2 - npumep 3amiumieHHoro coequHenns mo npotokoiny HTTPS (c caiitom Snnekca, kak
npuMep) — oOpaTuTe BHUMaHUE Ha CUMBOJI 3aMKa, 0003Havaronmii 0e3onacHoe coequHenue. B
nUppoBOM cepTU(HUKATE AOJKHBI OBITH YATAEMBI BCE MOJISI: JOJDKHO OBITH MOHSTHO, YTO CEPTU(HUKAT
CO3/1aH YYaCTHUKOM



